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Abstract—Data assurance and resilience are crucial security
issues in cloud-based IoT applications. With the widespread
adoption of drones in IoT scenarios such as warfare, agriculture
and delivery, effective solutions to protect data integrity and
communications between drones and the control system have
been in urgent demand to prevent potential vulnerabilities
that may cause heavy losses. To secure drone communication
during data collection and transmission, as well as preserve the
integrity of collected data, we propose a distributed solution by
utilizing blockchain technology along with the traditional cloud
server. Instead of registering the drone itself to the blockchain,
we anchor the hashed data records collected from drones to
the blockchain network and generate a blockchain receipt for
each data record stored in the cloud, reducing the burden of
moving drones with the limit of battery and process capability
while gaining enhanced security guarantee of the data. This
paper presents the idea of securing drone data collection and
communication in combination with a public blockchain for
provisioning data integrity and cloud auditing. The evaluation
shows that our system is a reliable and distributed system for
drone data assurance and resilience with acceptable overhead
and scalability for a large number of drones.
Keywords-Reliability, Secure communication, Date Assurance,
Blockchain, Drone, Auditing, Resilience, Integrity

I. I NTRODUCTION
The rapid development of Internet of Things (IoT) is starting
to transform how we live [1]. As more physical devices
such as mobile phones, wearable devices, and vehicles are
connecting to the Internet through embedded systems and
sensors, large amounts of data can be collected and sent to
the cloud computing system to conduct data analysis for a
better and faster decision making. Moreover, these devices can
perform commissions and tasks that humans can not accomplish. For example, unmanned aerial vehicles, also known as
drones, which is a microcosm of IoT, performing wide-ranging
activities from delivering a package to tracking crop quality
and ﬁnding farm anomalies [2].
However, as IoT grows, the connectivity is increasing,
and the computing infrastructure will become more complex,
opening up more vulnerabilities for the cyber attack. Some
of the physical devices are located in unsecured environments
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and easily tampered by hackers. More of the data and the
operation commands traveling over through wireless sensor
network to the Internet, an untrusted communication channel,
are likely to be modiﬁed. Therefore, device authorizations and
data provenance [3] [4] would be a critical issue. Moreover,
many existing IoT systems rely on centralized communication
models to connect to servers or cloud computing that support
processing and data storage. The problem is that the server
will become a bottleneck and a new target for cyber-attack, as
well as a point of failure that will disrupt the entire network
and impact the data integrity. Therefore, how to build a truly
trusted and integrated environments to support this connected
devices and computing infrastructure to transfer data remains
challenged.
To solve above challenges, we propose using BlockChain
for the IoT architecture. BlockChain (BC) technology that
originates from Bitcoin, the ﬁrst crypto-currency system
launched in 2008 [5], can provide an effective solution to IoT
privacy and security, due to its three foundational tenets: 1)
data in the blockchain is stored in a shared, distributed and
fault-tolerant database that every participant in the network
can share the ability to nullify adversaries by harnessing the
computational capabilities of the honest nodes and information
exchanged is resilient to manipulation, 2) Blockchain is a
decentralized architecture to make the architectures robust
against any failures and attacks and, 3) Blockchain relies
on public key infrastructure which allows the contents to be
encrypted in a way that is expensive to crack. With blockchainbased IoT architecture, all data operations are transparently
and permanently recorded. Thus, the trust between devices
and backend servers can be established.
The main contribution of this paper is that we propose
a trusted and resilient architecture for IoT service based on
Blockchain, which provides the ability for self-trust, data
integrity audit and data resilience, as well as scalability. To
exemplify our idea, we use the scenario of a cloud-based
drone system in the rest of the paper. The reason is that
drone is a very typical microcosm of IoT, where drones collect
data from embedded sensors and cameras, and also receive
the commands from remote control systems. However, the
architecture is application-agnostic for diverse IoT use cases.
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The proposed architecture fulﬁlls the following objectives:
• Trusted Data Origin. By binding the device ID with
the collected data from each drone and submitting to
the blockchain network, the data origin is deﬁned in a
deterministic way, so that we can know which device
sends the data, where the device is, and whether the trafﬁc
the device supposed to send is believable for that type of
device. This is critical for data provenance and assurance.
• Instant and Permanent Data Integrity. The control
system that receives the data collected by drones will
submit a hash of each data record to the blockchain
network instantly. The record will be included in a
block as a transaction. The integrity of the record is
guaranteed by the consensus mechanism used in the block
mining process. Distributed node conﬁrmation preserves
the integrity and provides resistance against tampering.
• Trusted Accountability. Each control command from the
control system or the cloud server is accountable by uploading the operation records to the blockchain network.
This gives each operation a ﬁngerprint, which makes
every action traceable. Once anomaly is detected, the
malicious entity can be identiﬁed for further investigation.
• Resilient Backend. Each distributed node in the
blockchain network maintains a copy of the entire ledger,
preserving the availability and persistent performance to
make the architecture robust and resilient for any potential
failures and attacks. Both collected data and control data
are integrity protected and thus trusted. Moreover, the
trust between blockchain nodes is removed, reducing the
possible losses that a compromised node could cause.
The distributed nature of blockchain nodes adds to the
availability of both data and data validation, making it an
on-demand service with no downtime. Meanwhile, the
auditing service offered by the server makes the data
collection system accountable in attack mitigation and
cyber forensics.
The rest of the paper is organized as follows. Section II
discusses the proposed architecture. Details of implementation
are discussed in Section III. Analysis and evaluation is presented in Section IV. Section V presents some related work,
while Section VI concludes the paper and talks about the future
work.

making. The blockchain, a decentralized network, is used for
data validation and resilience.
B. Key Components
•

•

•

•

II. S YSTEM A RCHITECTURE
A. System Overview
We present an architecture for blockchain-based drone system named as DroneChain, shown in Figure 1. DroneChain
consists of four main components, which are drones, control
system, cloud server, and blockchain network. One or more
drones can form a drone cluster to perform complex commissions. Control system can be assigned and interact with a
drone cluster for data collection and commission distribution.
The cloud server provides the capacity of storage for the large
mounts of data collected by drones and provide real time
data processing and data analysis to facilitate further decision
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•

Drone. Drones are capable of using sensors to collect
various physical data such as soil composition and moisture content, and using embedded cameras to capture
the image or video for the ﬁeld. Sometimes, a number
of drones comprise a drone cluster for delegation in
an assigned area. Drones need to communicate with a
control system, either directly, or through a representative
drone, to send out the collected data or the ﬂight status
data and receive the commands.
Control System. Control system is responsible for receiving collected data from drones or drones clusters and
send out commands to adjust the ﬂight movement of
drones, as well as some other operations and physical
behaviors. The control system serves like a indeterminate
to aggregate the collected data from drones, hash the
original data for integrity protection, and then send both
original data and hashed data to both the blockchain network and the cloud. The same process will be launched
on the command data from the control system itself,
making a permanent record for monitoring the control
system.
Blockchain Network. The blockchain network may be
used for three purposes. For data collected from drones
and the commands from control system, each of the
hashed data entry is uploaded to the blockchain network for integrity protection and could be stored in a
distributed manner which ensures stability. Besides, each
of the feedback from the cloud server and the database
access activity will also be recorded on the blockchain for
further auditing or investigation. Not only the data records
are permanently stored, but also a blockchain receipt will
be generated for data validation.
Cloud Database. The cloud database stores the original
data collected from drones, commands sent by the control
system and data access from cloud server and auditor.
Data access is made accountable by a ﬁngerprint for
each access, which is also stored in the database. A
daemon process will look up each data entry in both
the database and the blockchain network for consistency
check periodically. Both object data and command are
traceable. Once data leakage or intrusion is detected, the
malicious entity can be found and identiﬁed.
Cloud Server. Cloud server handles data from drones
and data access records, which serves the same purpose
as the blockchain network will do. To validate data
record, the cloud server is responsible for requesting to
the blockchain network for a blockchain receipt as a
permanent proof of data integrity. Moreover, by adopting
machine learning techniques, the back end system in the
cloud can retrieve timely and explicit feedback for further
manipulation of the drone, such as drone path navigation.
Meanwhile, the analysis of the communication data be-
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Fig. 1: DroneChain: Blockchain-based Drone Communication Architecture.

tween the drone and control system as well as the server
can help detect the intrusions such as advanced persistent
threat (APT) [6] or distributed denial of service (DDoS)
attack [7] in early stages.
•

C. Threat Model
To build a secure-aware architecture for drone data collection and communication, we analyze the potential vulnerabilities in implementing DroneChain. The cloud server
maintains a database to cache collected data from drones but
cannot guarantee that data records will remain unchanged due
to known vulnerabilities in cloud operating systems. Once
DroneChain is enabled, the cloud server will be able to
track the data, and the auditor will be allowed to access
all the collected data and data operations, as well as control
commands and drone monitoring data. However, the auditor
cannot be completely trusted. The adversary can potentially
access or modify collected data. Since DroneChains main
objective is to protect the integrity of drone data, we assume
that data is encrypted and stored, which is not accessible to
anyone without the decryption key.
D. Key Establishment
In the drone data collection system, drones are required
to register and commissioned before job assignment to be
involved in the system. For cloud data storage, data encryption key pairs will be required to encrypt sensitive data for
conﬁdentiality. We describe each of key as follows.
• Drone Registration Key KDR . Drone needs to be
commissioned to the system to store data collected while

•

moving in the cloud database. We denote the key as KDR .
Every time new data record generated, the registration key
is needed. Similarly, the registration key for the control
system is KCR .
Data Encryption Key KDE . After registration, the drone
generates an encryption key KDE , for encrypting all the
data. When a data entry is created, drone encrypts the
data entry, which limits the data access only to valid
key holders. Each time there is a data entry created, the
hashed data entry will be recorded on the blockchain.
Data Access Public/Private Key Pair (P KDM ,
P RDM ). For data access, a public/private key pair will
be generated, denoted as (P KDM , P RDM ). For some
cases that the data access activity is to be recorded on
the blockchain, the private key is used to generate a
ﬁngerprint from the operator to indicate the data origin,
while the public key is used by others to verify the stated
origin.
III. D RONE C HAIN I MPLEMENTATION

In the system, there are seven phases of drone data collection and transmission among the ﬁve essential entities,
including drone registration, data and command transmission,
blockchain receipt generation, cloud data validation, auditing
and decision making.
A. Drone Registration
In our system, drone needs to enroll as a node for storing
data collected from a certain location. After registration, the
data collection phase starts and a unique ID will be assigned
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to each drone. Every data record will be associated with the
device ID. The data type may contain some measurements,
videos or images. For simplicity, we consider the data as
an object and hash each data record for efﬁciency before
uploading to the blockchain network. The original data is
stored in a local database at the same time for future lookup.

hash with the targetHash from the generated blockchain receipt. If an inconsistency is detected, the record could be
suspected for compromise. A daemon process in the cloud
server is conﬁgured to make a request via Tierion API, as a
proof of integrity, using the following URL.

B. Data and Command Transmission

The request header should include Content-Type:
application/x-www-form-urlencoded
or
Content-Type:
application/json to set the data format and the requests to
the Data API is protected by HTTPS. The data records are
validated with the input including targetHash, merkleRoot and
the proof from the blockchain receipt. The most important
step is to reconstruct the Merkle tree from the blockchain
receipt to compute the Merkle root. Each data record is
stored together with other records in the blockchain network
as one transaction. The proof part of the receipt indicates the
relationship between each record from the same transaction.
For example, the left node means its record is collected
earlier than the record anchoring in the right node. The
transaction attribute height represents the block index, and we
can ﬁnd the exact block information in Block Explorer [11].
To validate the format and contents of a blockchain receipt,
and to conﬁrm that the Merkle root of one record is stored in
the blockchain, the following URL provided by Tierion API
is used.

Each time there is a data record collected from the drone,
the data entry can be constructed as a tuple {DeviceID, Time,
Location, Data}. After the tuple is sent to the controller, the
controller will forward the data to blockchain network. At
the same time, it will send back some commands based on
the data and task. The commands will also be recorded on
the blockchain, using the tuple {ControllerID, Time, Location,
Command}.
C. Blockchain Receipt Generation
Once a collected data record from a drone is uploaded
to the blockchain network via the controller, the event will
be captured as a blockchain transaction. This provides the
data management system with an ability for future validation,
tracking and auditing. The record is hashed and eventually
transformed into a Merkle tree node [8] using Tierion API [9].
The Merkle tree root node will be anchored in a blockchain
transaction following the Chainpoint 2.0 protocol [10]. The
use of Merkle tree offers the scalability which satisﬁes the vast
throughput from large numbers of drones. A set of data records
will be batched together as a transaction in the blockchain. A
list of the transactions will be used to compose a new block,
which will be conﬁrmed by blockchain nodes. When the block
is validated, it will be added to the existing blockchain, making
it part of a tamper-resistant ledger.
The blockchain receipt contains information of the
blockchain transaction and the Merkle proof used to validate
the transaction. An example receipt is shown in Figure 2.

Fig. 2: An example Blockchain Receipt for Data Record.
D. Cloud Data Validation
Since each record will be stored in the cloud instantly, the
data integrity can be veriﬁed at any time. By periodically
requesting the blockchain network for a blockchain receipt,
every record will be validated by comparing the calculated

https://api.tierion.com/v1/records/<id>

https://api.tierion.com/v1/validatereceipt
E. Data Auditing and Decision Making
With the cloud data available for validation, data auditing
and decision making can be launched based on the trusted
data set. The data records are stored in a time-based order
and are accountable with a trusted data origin. Depending on
the application scenarios of drones, either in a synchronized
or asynchronized way. Data auditing is critical for detecting
anomaly based on the command records from the control
system and the cloud server. Based on the auditing results,
effective decisions can be made to prevent and mitigate APT
attacks or DDoS attacks.
IV. S YSTEM E VALUATION
A. Security Analysis
DroneChain integrates blockchain technology with dronebased IoT applications, offering a secure drone communication architecture and providing data assurance, resilience and
accountability. The control system is an intermediate entity
between the drone and the cloud server, and also between the
drone and the blockchain network, responsible for forwarding
and hashing the data collected from drones. The commands
along with the drone data will be anchored to the blockchain
network for integrity protection using blockchain receipts. By
binding the device ID and location information, the data source
is trusted by an unalterable ﬁngerprint. The cloud server hosts
a database for real-time processing and provides persistent data
availability. Moreover, the server has the capability to integrate auditing module to inspect data and command records,
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and drone path navigation module to dynamically adjust the
aviation. The trusted data and command records contribute to
the accountability of system components. By securing data
process and distributing data process ﬂow, high level of data
assurance and resilience is preserved.
The completely decentralized architecture in public
blockchain network helps to provide robustness and tamper
resistance for data assurance, fully aligning with the IoT requirements, where nodes are equally distributed and participating. However, DroneChain is not designed for certain scenarios
where nodes are assigned different roles and capabilities, in
which case private blockchain is needed. DroneChain adopts
proof of work as the consensus algorithm to generate the
blockchain receipts while the drone and the control system
are oblivious of this mining process. By maintaining the cloud
database along with blockchain network in the back end, we
balance the load with an acceptable latency, which will be
evaluated in the following subsection.

Fig. 3: Average Response Time of DroneChain with a Varying
Number of Drones.

B. Performance Evaluation
To test the performance of DroneChain, we build a prototype to simulate the data collection and data transmission
process. The collected data is uploaded from the control
system to the blockchain network. In this paper, we focus
on the performance and overhead of the cloud server and
the blockchain based data integrity protection. The evaluation
environment setup includes the server, data collection application, and a benchmarking tool. The speciﬁcations of software
and the version used are listed in Table I.

response time increases linearly and thus provides better
process capability for different data size to be collected.

TABLE I: Evaluation Environment Speciﬁcation
Software

Name

Version

Server Operating System
Web server
Database
Performance benchmarking

Ubuntu
Apache server
MariaDB
Apache JMeter

14.04
2.4.6
5.5.44
3.2

Apache Jmeter [12] is an open source and Java-based software designed to test server functions and behaviors at a large
scale. The provided data analysis and visualization plugins
allow great extensibility. We build a test plan to measure the
performance of DroneChain. Our test plan aims to simulate
the action of uploading collected data to the blockchain using
hashing algorithms. The simulation also uses random numbers
to represent data content collected by the drone. The test plan
contains one controller to generate HTTP POST request to the
server. A different number of drones and different size of data
are simulated to test the scalability of DroneChain.
Figure 3 shows the average response time of DroneChain
for data transmission application with a varying number of
drones, with the data size of 64 Byte. It shows that the
average response time increases linearly and thus provides
better scalability.
Figure 4 shows the average response time with a varying
size of data, with 100 drones. It shows that the average

Fig. 4: Average Response Time of DroneChain with a Varying
Size of Data.
Figure 5 shows the average latency of DroneChain for
data transmission from 100 drones. It shows that the average
response latency is relatively stable in the observed time range.
V. R ELATED W ORK
A. IoT security
The Internet of Things (IoT) is growing rapidly, and the
number of connected devices will foreseeably exceed several
billion. One major problem is the embedded devices are inherently vulnerable to attacks on software and operating systems,
such as buffer-over-ﬂow attack. A compromised devices may
leak the private information or send faked data to servers.
Self-trust or data provenance could be an issue. Some study
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permissions to participate in the blockchain mining, for a
broader coverage of DroneChain in IoT applications.
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